NupopmanuoHHbie MaTepUAJIbI
10 NPOPMWIAKTHKE NPeCTYIUICHUH, COBEPUICHHBIX C HCI01b30BAHUEM
HHGOPMALMOHHO-TEJIEKOMMYHUKAUMOHHBIX TEXHOJIOT Ul

K mnaubonee pacnpocTpaHeHHBIM BHUJAM JUCTAHIIMOHHBIX MOIICHHUYECTB,
coBeplieHHbIX Ha Tepputopuu r. Cankt-Iletepbypra u JleHuHrpajackoit o06aacTw,
OTHOCSITCSL:

- «buImUHTY» — BHUJ JUCTAHIIMOHHOTO MOIIEHHUYECTBA, TMPU COBEPIICHUU
KOTOPOTO 3JIOYMBIIUJIEHHUKH (B XOJle TEJEPOHHOIO pa3roBopa, IOCPEICTBOM
HaIpaBJIEHUS JJICKTPOHHOTO THUChMa WU CMC-COOOIIEHMsSI) TOJYYaloT JIMYHbIC
KOH(UACHIIMATbHBIE JaHHbIE 0 OAHKOBCKOW KapTe, HOMEpe cueTra, JJOTMHBI ¥ MapoJiv
JUIT BXOJa B MHTEPHET-O0AHK, a TakKe TMapoiau Oe30MacHOCTH, TMO3BOJISIONINE
MIPOU3BECTH CIHCAHUE HAXOANIMXCS Ha OAHKOBCKOW KapTe JEHEKHBIX CPEICTB.
XKeprBamu ykazaHHOTO BHJa MOIICHHHUYECTBA 3a4aCTYIO0 CTAHOBSITCS HE3AIMIICHHBIC,
Man000pa3oBaHHbIE, JOBEpPUYMBBIE CJOM HaceneHus. [IpencraBissch 3a4acTyro
COTPpYJHUKAMHU KPEAUTHBIX OpraHu3aluid, MNPECTYIHUKHA BBOIAT B 3a0JIyXcHUE
IPaK/1aH OTHOCUTEIBHO COBEPLIAEMbBIX HECAHKIMOHUPOBAHHBIX CIMCAHUI JAEHEKHBIX
CPEACTB, OCYLIECTBISIEMBIX TMOKYNKax © T.[., [OCJIE YEero MpocsIT Ha3BaTh
KOH(UEHIIMATbHBIE CBEIEHUA C IENbI0 TMPECeYEHUs BO3MOXKHOTO COBEPIICHUS
npectyruieHus. ['paxkaane, noBepsis MOJy4eHHONW WMH(OpMaIuu, kenas 00e301acuTh
CBOM  JICHEKHBIE  CpEICTBA OT  MPECTYNHBIX  TMOCATATEIbCTB,  COOOIIAIOT
3amnpanmBaeMyo HH(POpPMaIUIO, B Pe3yJbTaTe Yero 3JIOYMBIIUICHHUKH MOXUIIAIOT
IpUHAJIEKAIINE UM JEHEKHBIE CPEACTBA.

- «(apMuHT» - TIpoIeAypa CKPBITOTO HaIpaBJIeHHs Ha JoXHbIN IP-aapec, To ecTh
HaIlpaBJIieHUE TOJb30BaTEIsl Ha (DUKTHBHBIA BeO-CAMT, Yallle BCEro HCIOJIb3yEeMbIH
IUI IPHOOpETeHMsI TOBapoB M yciyr (0zon.ru, avito.ru, aliexpress.ru, joom, biglion,
Ky[IMHATOp, Kaccup.py, Owmierep, calTel MO Tpojake OWUJIETOB Ha X/I U
aBUATPAHCIIOPT U AP.);

- «IBOWHAsI TpaH3aKIus» (MPU OTUIaTe TOBAPOB M YCIYT MpoaBel] COO0IIaeT 00
omuOKe, TpejjiaraeT MOBTOPUTH OMEpPAlnio, a B JaJIbHEHUIIEM JICHEKHBIE CPE/ICTBA
CIIUCBHIBAIOTCS JIBAXK/IBI IO KaXKJI0M U3 MPOBEICHHBIX OMEpaIinii)

- «TpanmuHry (MAaHUTYIAIAA C KapTpuaepoM O0aHKOMATOB, MO3BOJISIONIIAE JTHOO
HE BO3BpallaTh KapTy BIANENbIly, JTUOO CIHCHIBATH BCE MAaHHBIE KapThI JIJIs
JNaTbHEUIIEro UX UCIIOIb30BaHUA).

|. OcHOBHBIE cXeMBbI TeJIe()OHHOT0 MOIIEHHUY€eCTBA!
1. Oo6man no tenedony.
3BOHOK COTpYJIHHMKA OaHKa - KOTJla HEW3BECTHBIM MpeIcTaBisIeTCs

COTPYIHHUKOM CITY>KObI 0€30IMaCHOCTH KaKoro-ianobo 0aHka W coodiraeT, uTto ¢ Bamiero



OaHKOBCKOI'O CYETa MPOMCXOAAT OINepaluuy MO HECAHKIMOHMPOBAHHOMY CIIHCAHUIO
JIEHEXKHBIX CpEICTB, M B LEIIX OE30MaCHOCTU cueTa Npeajaraer MepeBecTH
cOepeKeHus Ha «pEe3epBHBIN» WU «Oe3omacHbli» cueT. PacmpocTpaHeHbl ciyyae
cooOenust uapopmanuu o6 opopmiaenuu Ha Bac kpeaura u HEOOXOAUMOCTH MTPONUTH
B IIPWJIOKEHUU OHJIAMH-baHKa 110 ONpPENeNEéHHOW CCBhUIKE Ui €ro aHHYJIUPOBAaHUSA
(BBIMOJIHUTH UHBIE HHCTPYKITUH).

3BOHOK COTPYJIHHMKA TPABOOXPAHUTEJIbHBIX OPTaHOB - KOTJ1a HEM3BECTHBIN

npeaAcCTaBIsICTCA COTPYAHUKOM IMOJUIUU, CICOAOBATCIICM U T.O. U COO6H_IaCT, qTo
MpOBOAUTCA CIICHOoIICpanyusad II0 IMOMMKE MOIICHHUKOB W JII 3TOI'O HCO6XOI[I/IMO
MEPCBCCTHU JICHBIMU HaA ((CHGHH&HBHBIﬁ)) CUCT. HpI/I 9TOM Tpe6yeT HC 3BOHHTH B 63,HK,
TaK KaK COTPYAHUKHN OaHka 3a0JHO C MOIIICHHUKAaMH.

Bam poacTBeHHMK, 1160 OAM3KWN YesloBEK momajl B Oeny (Hampumep,

MaIllMHOW COWJI dYeJloBeKa WM OOBUHSAETCS B COBEPIICHUM TMPECTYIUICHUA), U
3aJIep’)KaH  COTPYJHUKAMU TOJUIMA, W HEW3BECTHBIM COOOIIAeT, YTO JIA
OCBOOOXKJIEHUS HEOOXOJMMO IEePEBECTH Ha CYET JCHEXKHBIE CpPEeACTBa JMOO s
NPUMHUPEHUS C TIOCTPAJABIIMM JIMOO B KAaueCTBE B3SITKU COTPYIHUKAM IOJHITUU.
Bo3MOXHBI BapuaHThI, MPU KOTOPBIX B PAa3roBOpPE MOXKET NPHUHSITH ydacTHUE SIKOOBI
COTPYIHUK MOJUIMHU, KOTOPBII OyAEeT MOATBEPKAATh CKa3aHHOE.

BAXXHO: D10 3BOHAT MOIICHHMKH (HECMOTpS Ha TO, YTO
onpeeNuBIINiics Ha TeiaedOoHEe HOMEpP MOXKET COOTBETCTBOBATH HOMEpY TenedoHa
0aHKa WIM TPaBOOXPAHUTEIBHBIX OPraHOB, 3a4acTyi0 — MockoBckoro perunona (499,
495... ¥ T.A.), TaK KaK MPU MOMOIIM CHEHUAIBHBIX YCTPOUCTB MOIIEHHUKA MEHSIOT
HOMEpa Ha aOCOJIOTHO JIOOOW HOMEp — TaK Ha3blBaeéMble IMOJAMEHHBIE HOMEDA),
COTPYIHUKU OAHKOB HUKOT/Ia HE 3BOHSAT CBOUM KJIMEHTaM, U TeM OoJjee, HUKOTJa He
TpeOyIOT EPEBOAUTH C TUYHOTO cueTa JAeHbIu. [IpeacTaBuTenu nmpaBooXpaHUTEIBHBIX
OpraHoOB MOTYT 3BOHUTH TOJBKO JIJIi BbI30Ba B IOMEIIECHHS MPABOOXPAHUTEIbHBIX
OpraHOB C IICJIbI0 TIONy4eHHs] OOBSCHEHUU, HUCTPeOOBaHUA JTOKYMEHTOB TIO
HaxOJISIIMMCS B POM3BOACTBE YTOJOBHBIM JIeJlaM U MaTepualiaM IMpOBEPOK.

[Ipn mocTymieHnn Takoro 3BOHKA HEOOXOAMMO TMpepBaTh pPa3roOBOp U
MEePE3BOHUTH TOMY, O KOM HJIET Pe4b, INOO B YKa3aHHBIN rOCYIapCTBEHHBIN OPTaH WIN
KPEJIUTHYIO OpraHU3aluIo 1Jid MepenpoBepKu NH(OPMAIIHH.

2. O0maH npHu NOKyINkKe (Mpoaaxe) TOBapa HA HHTEPHET calTaXx.

[IpenomiaTa 3a HECVIIECTBVIOIIMKA TOBAp - momaeTrcs OOBIBIEHHWE HA

BOCTpEOOBAaHHBIM TOBap C IMPHUBIEKATEIbHONM I€HOM (HMXKE PBIHOYHOM) C
MpUJIOKEeHHEM HeHacTosimux ¢ortorpaduii. B xone oOuieHus «mpoaBei yKIOHSIETCs

OT BCTpEYM BBHAY KUTEHCKUX MPUYMH (HET BpPEMEHHU, 3aHITOCTh Ha padore,



YAAJIEHHOCTh PACIOJIOKEHHS) U MPeIaraeT OIIaTUTh TOBap O€3HAIIMYHBIM IUIATE KOM
C TapaHTUPOBAHHOW IOCIEAYIOUIEH JOCTAaBKOM 4epe3 Kypbepa, HO IOCIE IMOIy4CHUs
JI€HET, IPOJIaBell- MOLICHHUK IEPECTAET BBIXOAUTH HA CBS3b.

Omiata MYJISKa MO0 IIOYTC HAJIOKCHHBIM IJIATCKOM - 3JIOYMBIIIJICHHUK

IBITAIOTCA BHAYAJIC 3allOJIYYHUTh HNPCAOIIaTy Ha AJOBCPHHU, €CIIM HC IIOJIYHaCTCA, TO
npeaiararoT IMoJIY4YuTb 3dKa3 Ha IIOYTC, a IMOTOM pPacCIIaTUTBLCH. To ecth Ha mourte
nepen BBIJJaUCH 3aKasa BO3bMYT ACHBI'M B pasMeEpe €ro CTOMMOCTH, a IIOKYIAaTCJIb
BCKPBIB YITAKOBKY, BUIUT NOIAACIIKY WJIN MYJIAXK.

Ilokymarens chpammBacT HoOMEp KapThl M koja u3 CMC - 1o BameMy

0OBSBIICHUIO O MPOJaXe ToBapa B MHTEpHETe BaMm MO3BOHMI MOKyNaTeNlb U MOMPOCKUIT
COOOIIMTh PEKBU3UTHI OAHKOBCKOW KapThl (MpEABApPUTENIbHO BBISCHUB HOMEpP
TeneoHa K KOTOpOMY IPUBSI3aHA KapTa) U CMC-KOJ, YTOOBI EPEBECTH ACHBIU, SIKOOBI
ATO HYXHO i1 OaHKOBCKOTO mepeBoja. Ha camMom fnerne 3TO MOLIEHHUK, KOTOPBIN
NBITAETCS BOWTU B JIMYHBIN KaOWHET OHJIaiH-0aHKa M crucaTh Bce JeHbI'M ¢ Barero
cyera.

BAXHO: OnnaunBaiite TOBap TOJBKO MOCIE €r0 MOJIYYEHUS U TPOBEPKU
U HE OTIpaBIIAWTE JEHBIM B KadyecTBe 3ajora (3agaTtka). s mepeBoja AEHEKHBIX
CPEICTB AOCTATOYHO HOMEpa TeiaedoHa U IPYrod MOMOITHUTEIbHOW MH(OpMaLMU HE
TpedyeTcs.

3. TesiepoHHBIE BUPYCHI.

Odenpb yacTo ucnonb3dyeTrcs (GopmMa MOIICHHHYECTBA C UCIOJIb30BAHUEM
TenedoHHBIX BUpYycoB. Ha tenmedon aboHEHTa MPUXOAUT COOOIICHHE CIEAYIOIIETO
Buna: «Bam mpumnuio MMS-coobmenue. [l monydeHust MPONIUTE MO CCBUIKE...».
[Tpu mepexoze Mo yKa3aHHOMY aJpecy Ha Tele(OH CKaYMBACTCS BUPYC U MPOUCXOTUT
CIIUCAHUE JICHEKHBIX CPEJICTB C BALLIETO CYETA.

Jpyroil BuA MOIIEHHMYECTBA BBIMIAAWAT Tak. [Ipm 3akaze kakoi-mubo
YCIIYyTH 4epe3 sKOObl MOOWJIBHOTO OfepaTopa WM TNpHU CKaYUBAHMM MOOWMIBHOTO
KOHTEHTa a0OHEHTY MPUXOJUT MpeaynpexaeHue Bunaa: «Bel coOupaerech OTIpaBUThH
COOOIIIEHHE HA KOPOTKUH HOMEp ..., JJI1 TOATBEPKICHHS OIEpalyd, OTIPABbTE
coobmenne ¢ mudpoit 1, s ormensl ¢ mudpoi 0». [lpu oTnpaBke MOATBEPKICHNUSA,
CO cyeTa aDOHEHTa CIHCHIBAIOTCA ACHEXKHBbIE CpeACcTBAa. MOIIEHHUKH HCHOJIb3YIOT
CIIELIMAJTIbHBIE MPOrPaMMBbI, KOTOpPBIE MO3BOJSOT AaBTOMAaTHYECKHM T'€HEPUPOBATH
ThICSYM Takux coobuieHuid. Cpasy mocie nepeBojia AeHer Ha (DaNbIIUBBIA CYET OHU

CHHUMAIOTCS ¢ TenedoHa.



BAXXHO: He cnenyet 3BOHUTH IO HOMEPY, C KOTOPOTO OTHpaBiIeH SMS —
BIIOJIHE BO3MOXKHO, YTO B 3TOM ciyyae ¢ Bamero tenedona OyaeT aBTOMAaTHYECKHU
CHSITA KPYITHAsl CyMMa U MEePEXOJUTh IO COMHUTEIBHBIM CCHUIKAM.

4. OmuO0YHBIA NepeBoj CPeACTB.

AbGoHeHTy noctynaer SMS-coobiieHre 0 MOCTYIJIEHUH CPEACTB Ha €ro
CUET, IEPEBECHHBIX C MOMOILIBIO yciiyru «MoOunbHbIi niepeBon». Cpa3y nocie 3Toro
NOCTYNaeT 3BOHOK M MY)KUMHA (WJIM KEHIIMHA) COOOIIAeT, YTO OUIMOOYHO IMepeBes
J€HbI'M HA €ro CYeT, MPU ATOM IMPOCHUT BEPHYTh UX O0OpaTHO TeM ke «MOOWIbHBIM
epeBoioM». B 1eHCTBUTENBHOCTH AEHBIUM HE IOCTYNAlOT Ha Tene(OH, a 4yeloBeK
NEPEBOJIUT CBOM COOCTBEHHBIE CpeCTBA. ECiiM MO3BOHUTH MO yKa3aHHOMY HOMEPY, OH
MOET OBITh BHE 30HBI JOCTyma. Kpome TOro, CymiecTBYIOT Takhe HOMEpa, MpH
OCYILIECTBIEHUH BbI30Ba HA KOTOPbIE C TeIe(OHA CHUMAIOTCS BCE CPECTBA.

BAXHO: Ecnu Bac npocst nepeBecT sKoObI OIIMOOYHO MEPEBEICHHYIO
CyMMy, HAaIlOMHHMTE, 4YTO JJISI O3TOTO HCHOJb3yeTcss ueK. OTroBopka, 4YTO «4eK
HOTEPSIH», CKOPEE BCETO, CBUIETENBCTBYET O TOM, UTO ¢ Bamu o01iaercsi MOLIEHHUK.

MOHIIEHHUYECTBA C BAHKOBCKUMH KAPTAMHU

baHkoBCkass kapTta — 3TO MHCTPYMEHT IS COBEPIICHUSA IUIATEXKEU H
J0CTyNa K HAIMYHBIM CPEACTBAM Ha CUETe, He TPEOYIOIIMA JIsl 3TOTO MPUCYTCTBUS B
6anke. Ho mpoctoTa ucnonb30BaHusl OAHKOBCKUX KapT OCTaBISIET MHOXKECTBO Jla3eeK
IUIS1 MOILIEHHUKOB.

[Tpu npoBeneHny oneparyii ¢ KapTol MOJb3yUTECh TOJIBKO TeMU OaHKOMAaTaMU,
KOTOpbhIE paCIHoOJIOKEHbl B O€30MacHBIX MecTax © O00O0pYJOBaHBI CHUCTEMOM
BUJICOHAOIIOICHUS U OXPAHOM: B TOCYIaPCTBEHHBIX YUPEKICHUAX, OaHKaX, KPYMHBIX
TOPTOBBIX LIECHTPaXx U T.A.

CoBepiras omnepanuu ¢ IMIACTUKOBON KapTOH, CleNUTe, YTOOBI PAIOM HE OBLIO
noctopoHHnx Joaei. Habupas [IMH-kox, npukpeiBaiiTe KiIaBHATYPy PYKOM.
PexBusuthl u q100as npoyast “HGoOpMaIUs O TOM, CKOJIBKO CPeIcTB Bbl CHSIM U Kakue
1M dpel BBOAUIN B OAHKOMAT, MOTYT OBITh MCTIOJIE30BAHBI MOIIIEHHUKAMH.

OOpamaiiTe BHIMaHNE Ha KApTONPUEMHUK U KJIaBuaTypy O6ankomara. Eciu oHn
000pyIOBaHbI KAKUMH-JINOO JOMOTHUTEILHBIMU YCTPOHCTBAMH, TO OT MCITOJIb30BAHUS
JAHHOTrO OaHKoMaTa JIydYllle BO3JEpKaThbCid U COOOIIUTh O CBOUX MOJIO3PEHUSIX IO
yYKa3aHHOMY Ha HeM TelieoHy.

B cnydae HekoppekTHOW paboThl OaHKOMaTa — €CJIM OH JOJroe BpeMs

HaxXoAUuTCA B PCKHMC OXHWIAHUA HWIM CaMOIIPOMU3BOJIBHO IICPC3arpykacrcsa —



9.

OTKQXXUTECh OT €ro MCIOoJb30BaHUS. Benuka BCPOATHOCTL TOI0, 4YTO OH

MepenporpaMMUpPOBaH 3J10yMBIILICHHUKAMM.

Kak o0e3omacurh cedst 0T MOIIEHHUKOB

[IpoBepsiiTe nHPOpPMaLIKIO, TOTYYEHHYIO B X0J1€ T€AE(POHHOTO pa3sroBOpa U UHTEPHET
NEepPenucKh C HEU3BECTHBIMH (OHM MOTYT MPEACTABIATHCS  COTPYAHUKAMU
MPaBOOXPAHUTENbHBIX OPraHOB, PEACTABUTENAMH KPEIUTHBIX OpraHU3aLNi).
VYcTaHOBUTH Ha TenedoH (KOMMBIOTEP) COBPEMEHHOE JULEH3UPOBAHHOE
aHTUBUPYCHOE IPOrpaMMHOE OOecreueHue.

He ycranaBnuBaiiTe u He coxpaHsiiTe 0e3 NpeBApUTEIHHON MPOBEPKHA AaHTUBUPYCHOMN
nporpaMMoi (Qaiiibl, MOJMy4YEHHbIE M3 HEHAJIeKHBIX MCTOYHUKOB: CKadaHHBIE C
HEU3BECTHBIX CANTOB, MPHUCIAHHBIC TIO JEKTPOHHOM MoYTe (MOJA03pUTEIbHBIE (Paiiiibl
JydIie cpaszy yaalsTh).

Hcnonb3yiiTe mapoyiv He cBsI3aHHbIe ¢ Bammmu nepcoHanbHbIMU IaHHBIMHU.

Hu npu kakux oOcTosITeNbCTBAX HE COOOIIANTE PEKBU3UTHI CBOMX OAHKOBCKHX CUETOB
(xapT), MapoJu U APYTyI0 MEPCOHAIBbHYI0 HHPOPMAILIUIO.

[TocTaBbTe TMMUT HA CYMMY CIMCAaHUM WK NIEPEBOJIA B INYHOM KaOuHeTe OaHKa.

ITo BceM BO3HHKAIOIIUM BOIpocaMm o0paliaTbesi B OaHK, BbIIABIIUI KapTy.

He BBINOMHATE HUKAKUX CPOUYHBIX 3aIIPOCOB K JAECUCTBUIO, B TOM YMCJIE 110 YCTAHOBKE
KaKuX OBl TO HU OBLIO TIPHIIOKEHUM.

He nepexoauTh HU MO KaKUM CChUIKaM, KOTOpbIe MpuxoaaT Ha e-mail wiu mo SMS.

10.O0pamiate Ha Bce cooOmeHHs OT OaHka (HampuMep,  €CIM OHHU  CoaepKaT

rpaMMaTHYECKHUE OMUOKH).

11.He mepe3BaHuBaTh 110 HOMEPaM, KOTOpBIE MpuxoaaT Ha e-mail wim mo SMS.

12.TlepenpoBepsiiiTe MOAIUHHOCTh UHTEPHET-CAUTOB, HA KOTOPBHIX OCYIIECTBIIAECTE 3aKa3

TOBapa.

bynbre OauTenbHbI!



